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Deep dive into fraud patterns

Problem

Fraud by Hour of Day Fraud by Amount Range

Object Design

Credit card fraud costs the global economy billions of dollars annually, with

sophisticated attackers constantly finding ways to bypass standard security Module Hedtpinldlie

measures. Small-scale fraudulent transactions often go undetected because

they blend in with normal consumer behavior. FraudShield addresses this by data_prep.ipynb Load, clean, scale, split, SMOTE balance

utilizing an amply detection algorithms that ‘learn” what normal behavior ‘ T S
looks like, allowing the system to flag suspicious outliers that traditional baseline_models.ipynb Train LR and RF, evaluate, compare ROC-AUC \
methods miss. B :

advanced_models.ipynb Train Isolation Forest, final model selection

Key Statistics

Current mv\mﬁmg backend/predict.py Load models, build inference pipeline I

Existing Fraud Detection Landscape: backend/main.py FastAPI routes, CORS, request validation

Traditional fraud detection relies on rule-based systems and manual reviews

using fixed thresholds. These approaches lack adaptability, resulting in high frontend/app.is Form inout. AP| calls. chart renderin .
false positives and difficulty detecting evolving fraud patterns. /app) UL, ’ & mV\m._“mB Dmm_m 3

The Kaggle Credit Card Fraud dataset (284,807 transactions, 0.17% fraud) @ Fraudshield Dashboard EEE - v coveces Data layer: The Kaggle Credit Card Fraud dataset is loaded, cleaned, and
Is widely used for benchmarking, but accessible real-time prediction tools for scaled. Amount and Time are normalized using StandardScaler. SMOTE
end users are limited. Severe class imbalance further complicates accurate | rp— (Synthetic Minority Oversampling Technique) is applied to the training set to
detection. = e 150 $1404.52 32| 26| balance the 492 fraud cases against 284,315 legitimate transactions.

From uploaded CSV [ Per transaction Low | Med | High

l* Analytics

Dataset:
« Source: Kaggle Credit Card Fraud Detection

« 30 features (V1-V28 PCA-transformed, Amount, Time)
* Preprocessing: StandardScaler and SMOTE for class balancing

Model layer: Three models are trained and serialized to disk using joblib.
The Random Forest model is designated as the primary classifier and is
loaded at backend startup.

API layer: FastAPIl exposes a /predict endpoint that accepts a 30-feature
transaction vector and returns a structured JSON response with prediction,
probability, anomaly score, and risk level.

# Models Fraud Probability Distribution = Risk Levels
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Verification

Frontend layer: A single-page HTML/CSS/JS dashboard connects to the API
and presents results with gauge charts, probability bars, and a transaction

Evaluated end-to-end system performance by testing trained models on Uploaded Transactions history table.
unseen data resulting in reliable classification of fraudulent and legitimate B -
transactions. m B _
T2 $2.69 : 0 mi 5.2% Legitimate [ |
Compared model effectiveness by analyzing precision, recall, and confusion 13 $378.66 _ g _ 3 U_mgm j.ﬁm._“_OJ
matrices allowing identification of the best performing model for fraud T $123.50 ” : __
detection. b 0092 | om 1% Developed the fraud detection pipeline by loading and preprocessing the Kaggle
e saus32 " om 226% Credit Card Fraud Detection, including cleaning data, scaling key features (Amount,
Validated system stability and reliability by performing full pipeline testing Showing 10 of 150 ransactions Time), and applying SMOTE for class imbalance resulting in a clean dataset for

from data input to prediction output confirming consistent performance
across all stages.

model training.

Trained baseline machine learning models by implementing Logistic Regression and
Random Forest using scikit-learn resulting in models capable of classifying
fraudulent and legitimate transactions.
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« Low-latency inference with models loaded at startup
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« Reproducible pipeline with versioned models and scalers (GitHub)
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